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ALGEBRAIC CONSTRUCTION OF SEMI BENT FUNCTION VIA
KNOWN POWER FUNCTION

P. POOJARY', HARIKRISHNAN P. K.', VADIRAJA BHATTA G. R.2, §

ABSTRACT. The study of semi bent functions (2- plateaued Boolean function) has at-
tracted the attention of many researchers due to their cryptographic and combinatorial
properties. In this paper, we have given the algebraic construction of semi bent func-
tions defined over the finite field Fon (n even) using the notion of trace function and Gold
power exponent. Algebraically constructed semi bent functions have some special cryp-
tographical properties such as high nonlinearity, algebraic immunity, and low correlation
immunity as expected to use them effectively in cryptosystems. We have illustrated the
existence of these properties with suitable examples.
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1. INTRODUCTION

A finite field with 2" elements denoted as Fan, is basically an extended field of a two
element field Fy = {0,1} using an irreducible polynomial of degree n over Fa. Moreover
Fan is isomorphic to n dimensional vector space over Fo. A Boolean function in n variables
is an arbitrary function from F§ — Fy, where Fy = {0,1} is a Boolean domain and n is
a non-negative integer. Plateaued Boolean function was introduced by Zheng and Zhang
in 1999 [15], as these functions have various cryptographic properties, these functions are
used in the design of cryptographic algorithms that have resistance against some cryp-
tographic attacks. Walsh Hadamard transform is an essential tool to define and design
plateaued Boolean functions. If the values of its Walsh Hadamard transform belong to

the set {0, :l:QHTJrT} for some fixed r, 0 < r < n, then the n-variable Boolean function is
said to be r-plateaued. There are mainly three important classes of plateaued function,
i.e., O-plateaued functions, 1-plateaued functions, and 2-plateaued functions which have
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attracted much attention due to their cryptographic algebraic and combinatorial prop-
erties [9]. O-plateaued functions and 2-plateaued functions occur only in even dimension
whereas 1-plateaued functions occur in odd dimension.

Bent functions were introduced by Rothaus in [1] and are also known as 0-plateaued
functions. These functions are perfectly nonlinear and have interesting implication for
designing block ciphers and stream ciphers. But these functions are not compatible with
other cryptographic properties like high nonlinearity, balancedness, etc. Near bent func-
tions are 1-plateaued functions and semi bent functions are 2-plateaued functions intro-
duced by Chee et al. in [13]. Similar to bent function, near bent functions and semi
bent functions are used to design block ciphers and stream ciphers and are widely used in
sequences and cryptography. Unlike bent functions, these functions are compatible with
other cryptographic properties like resilience, balancedness, and high nonlinearity.

Khoo et al. in 2002 [17] gave the construction of n- variable quadratic semi bent
functions in polynomial forms for both odd and even n. Before his work, most of the
researchers constructed semi bent functions from power polynomials for suitably chosen
d, f(z) = Tr(xz%). Later Charpin et al. in 2005 [2] showed the link between bent and semi
bent function and presented the treatment of semi bent function. Then Dong et al. in
2013 presented a new method for constructing a semi bent function in polynomial form for
both odd and even n with the help of few trace terms [3]. Cao et al. gave the general con-
struction of semi bent functions in univariate representation and provided a link between
some exponential sums involving Dickson polynomials and the semi bentness property of
some infinite classes of Boolean function in univariate representation [5]. Then Mesnager
and Zhang during 2017 in [6] constructed semi bent functions and Walsh Hadamard trans-
form values built from the bent function. For recent results on the construction and the
treatment of semi bent function, we refer [11, 9, 20, 7].

Most of the researchers have focused on the construction of semi bent functions of the
form Tr(z?). And a few researchers gave the link between semi bent functions and bent
functions. Also, a few of them constructed functions using multiple trace term. Here,
in this paper we provide some supportive definitions which are used to construct and
analyze semi bent functions over finite fields Fys and Fos. Concerning some important
cryptographic properties, the constructed functions are found to be useful in designing
effective cryptosystems.

2. PRELIMINARIES
For completeness, we give the following definition.

Definition 2.1. [11] The Walsh Hadamard transform of a function f in n variables is
the integer-valued function on F3, whose value at a € Fy is defined as

Wf(a) _ Z (_1)f(:c)+<a~a:>.

mn
zelfy

Definition 2.2. [9] A Boolean function f : F§ — Fo is called a semi bent if its Walsh
Hadamard transform satisfies:

We(a) € {0, :EQ%} for all a € Fon.

Semi bent functions on Fon exist only when n is even.
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Definition 2.3. [10] If ¢ is an element of K = GF(q"), its trace relative to the subfield
F = GF(q) is defined as follows:

TrE () —c+cd+c 4. 4t
Definition 2.4. [4] The vector space of n tuples of elements from GF(2) is denoted as Vj,.

Let f and g be functions on V,,, which is a vector of n bits. Then, d(f,g) = Zf(m#g(m) 1,
where the addition is over the reals, is called the Hamming distance between f and g.

Definition 2.5. [4] Let v, ..., Yont1_1 be the affine functions on V,. Then, Ny =
min—g _ont1_1d(f, ;) is called the nonlinearity of f, where d denotes the Hamming Dis-
tance between the two functions f and ;. It is well known that the nonlinearity of f on
Vi satisfies Ny < on=1 _9n/2=1 " when n is even.

n—1

Definition 2.6. [9] Let f be a Boolean function in n variables. A nonzero Boolean function
g is called an annihilator of f if fg =0.

Definition 2.7. [9] The algebraic immunity of f, denoted by Al(f), is the minimum value
of d such that f or its complement 1 + f admits an annihilator of algebraic degree d.

Definition 2.8. [8] A Boolean function f is said correlation immune of order t if and
only if the walsh tranform of f wvanishes at all non zero vectors of Hamming weight at
most t.

3. ALGEBRAIC CONSTRUCTION OF SEMI BENT FUNCTION USING GOLD POWER
FUNCTION EXPONENT

Theorem 3.1. The function defined on Fqs by

fla) = Tr((@® + 2% + o + 1)),
s a semi bent function for all odd i.
Proof. The field Fos is constructed with the rule o = a + 1, where « is a zero of an
irreducible polynomial of degree 4 over FFa.
So, 22 =3+ 22+ +1,ie (alz)zzfl) for odd i reduces to either o or a®. Hence, the
function f(x) = Tr((a® + 22 +x +1)%*1) for odd i reduces to either Tr(a3) = Tr(z?) or

Tr(ab) = Tr(xz® + 22). It is sufficient to prove that these functions are semi bent.
Calculating Walsh Hadamard transform we get, Wy(a) € {0,£8} for all a € Fys, which

means that Wy (a) € {0, iQ%} for all a € Fya. So the above functions are semi bent.
Hence, the functions defined on Fos by

f@) = Tr((@® + 2 + x + 1)+,
is a semi bent function. O
Theorem 3.2. The function defined on Fos by

f@) = Tr((@® + 2 + z + 1)2"+Y),
s a semi bent function for all i.
Proof. By rule of construction, in Fas, 2'? = 2% + 2% + 2 + 1, ie (a'2)2"+1) for any i
reduces to o”. Hence, the function f(z) = Tr((z3+ 22 +z+1 2+1Y for any 7 reduce to

Yy

Tr(2) = Tr(z3 + z).

It is sufficient to prove that these functions are semi bent.
Calculating Walsh Hadamard transform we get, Wy(a) € {0,£8} for all a € Fa4, which
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means that Wy (a) € {0, i2nT+2} for all a € Fos. So the above functions are semi bent.
Hence, the functions defined on Fqs by

F(z) = Tr((@® + 22 + = + 1)2" ),
is a semi bent function. O

If i is neither odd nor a multiple of 4, then the functions f(z) = Tr((z3+a2+z+1)2+1)

and f(z) = Tr((23+22+2+1)2"*+1) cannot be semi bent functions, which can be observed
from the following examples.

Example 3.1. Over Fys, the function f(z) = Tr((z®+ 2% +z +1)2°+Y) is not a semi bent
function.

In fact, the Walsh Hadamard transform values Wg(a) are 0 or —16, for all a € Faa.
Hence Tr(x3 + 2% + x 4+ 1)% is a not a semi bent function.

Example 3.2. Over Fys, the function f(x) = Tr((z®+ 2% +z+1)2°+Y) is not a semi bent
function.

In fact, the Walsh Hadamard transform values Wg(a) are 0 or —16, for all a € Faa.
Hence Tr(x3 + 2% + x4+ 1)% is a not a semi bent function.

Theorem 3.3. The function defined on Fqs by
fl@) = Tr((a' +2)* "),
is a semi bent function with ged(i,6) = 1.

Proof. In Fon, 2'* = 2* + 2, i.e (o'*)?*1) reduces to o?! or a*? if ged(,6) = 1. Hence,
the function f(z) = Tr((x* +z)%*1) for ged(,6) = 1 reduce to Tr(x?') = Tr(z3 +2% +2)
or Tr(z*2) =Tr(x® + 22 +2+1).

It is sufficient to prove that these functions are semi bent.

Calculating Walsh Hadamard transform we get, Wy(a) € {0,£16} for all a € Fos, which

means that Wy (a) € {0, :|:2n7+2} for all a € Fos. So the above functions are semi bent.
Hence, the functions defined on Fqs by

f@) = Tr((a* + 2>,
is a semi bent function if ged(i, 6) = 1. O

If ged(i, 6) # 1, then the functions f(z) = Tr((z*+x)% ) cannot be semi bent function,
which we can be observed from the following examples.

Example 3.3. Over Fys, the function f(z) = Tr((a*+x)2 1) is not a semi bent function.
In fact, the Walsh Hadamard transform values Wy(a) are 0 or —64, for all a € Fos.
Hence Tr(z* + z)° is a not a semi bent function.

Example 3.4. Over Fqs, the function f(x) = Tr((:nA‘—i—x)QmH) is not a semi bent function.
In fact, the Walsh Hadamard transform values Wg(a) are 0 or —64, for all a € Fs.
Hence Tr(z* + )27 is a not a semi bent function.

4. CRYPTOGRAPHIC PROPERTIES OF SEMI BENT FUNCTIONS CONSTRUCTED ABOVE

4.1. Nonlinearity. Application of Boolean functions as cryptographic tools requires non-
linearity behavior. High nonlinearity is expected to achieve a secured cryptosystem. Lin-
ear attacks and fast correlation attacks on the cryptosystems can be prevented in case of
stream ciphers, by high nonlinearity. Moreover, the nonlinearity property is most useful in
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case of block ciphers to prevent linear cryptanalysis [14, 16, 12]. Nonlinearity is, as defined
in the definition of 2.5. Over a small range of values of i, say 1 <+ < 13, nonlinearity of
the semi bent functions constructed in Theorem [3.1,3.2] is observed to be maximum in
the Tables [1,2] when compared with the Table [3].

TABLE 1. Nonlinearity of the function f(z) = Tr((z3 + 22 + z + 1)2' 1)
for odd i over Faa.

—_
)
w
N
ot
(@)
\]
0]
Ne)

i 1011|1213
Nonlinearity | 4 4 4 4 4 4 4

TABLE 2. Nonlinearity of the function f(z) = Tr((z* 4+ 2* 4+ z + 1)2"+1)
for any 7 or it can be written as f(x) = Tr((z® + 22 + 2 + 1)>'*1), where i
is multiple of 4 over Faa.

i 1(2(3[4(5]6]|7 1011|1213
Nonlinearity 4 4 4

0g)
Ne)

TABLE 3. Nonlinearity of the function f(z) = Tr((z3 + 22 + z + 1)2' 1),
where 4 is not multiple of 4 and even over Fou.

i 112345678910 |11|12]13
Nonlinearity 0 0 0

In case of the function f(z) = Tr(zi+x)2 1 with ged(i, 6) = 1 over Fys, the nonlinearity
can be observed as follows.

TABLE 4. Nonlinearity of the function f(z) = Tr((z* + z)2' ™) with
ged(i,6) = 1 over Fas.

i 1 23|45 |6|7 |8/9|10|11|12]13
Nonlinearity | 24 24 24 24 24

TABLE 5. Nonlinearity of the function f(z) = Tr((z* + 2)¥*!) with
ged(i,6) # 1 over Fos.

i 112 |34 |[5(6]|7|8 |9|10|11 12|13
Nonlinearity 241024 0 241024 0

Nonlinearity of the semi bent functions constructed in Theorem [3.3] is observed to be
maximum or equal in the Tables [4] when compared with the Table [5].
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4.2. Algebraic immunity. Another cryptographic property which plays an important
role to discuss about a Boolean function is algebraic immunity. Algebraic immunity is a
sort of measurement of the resistance against algebraic attacks over stream ciphers. The
concept of algebraic imunity of a Boolean functions was proposed by Courtois and Meier
[19]. Lee et al., Wu and Feng in [18, 12] proved that this property prevents the system
from algebraic attacks, in case of both stream ciphers and block ciphers.

TABLE 6. Algebraic immunity of the function f(z) = Tr((2® 4+ 2 + z +
1)2+1) for odd i.

1 112131456 |7[8|9(10]11|12]13
Algebraic immunity | 1 1 1 1 1 1 1

TABLE 7. Algebraic immunity of the function f(z) = Tr((z® + 22 + 2 +
1)2"+1) for any i or it can be written as f(z) = Tr((z3 + 2% +  + 1)2+1),
where ¢ is multiple of 4.

i 112(3(4|5[|6|7|8|9|10|11 1213
Algebraic immunity 1 1 1

TABLE 8. Algebraic immunity of the function f(z) = Tr((z® 4+ 2 + z +
1)2'+1), where i is not multiple of 4 and even.

] 11213(4|5|/6|7[8[9[10|11]12]13
Algebraic immunity 0 0 0

Algebraic immunity of semi bent function constructed in Theorem [3.1,3.2] is observed
in Table [6,7] is high when compared to other Boolean function in Table [8].

TABLE 9. Algebraic immunity of the function f(z) = Tr((z*+z)2 ™) with
ged(i,6) = 1 over Fos.

i 112345678910 |11 1213
Algebraic immunity | 2 2 2 2 2

TABLE 10. Algebraic immunity of the function f(z) = Tr((z* + z)¥*1)
with ged(i,6) # 1 over Fos.

i 112345678910 |11|12]13
Algebraic immunity 21012 0 21012 0

Algebraic immunity of semi bent function constructed in Theorem [3.3] is observed in
Table [9] is high or equal when compared to other Boolean function in Table [10].
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4.3. Correlation immunity. Prevention of correlation attacks on the cryptosystems is
a challenging part in most of the time. In this regard, correlation immunity is an im-
portant cryptographic property to achieve. Correlation immunity is required to measure
the resistance level against correlation attacks. The concept of correlation immunity was
proposed by Siegenthaler in 1984. It is a safety measure implemented to resist the corre-
lation attack of nonlinear combiners. As a combining function used in a stream ciphers
for linear feedback shift registers, Boolean functions with low order correlation immunity
is considered to be more susceptible when compared with a function having correlation
immunity of high order [9, 12]. The Tables below compare the correlation immunity of
the semi bent functions which are constructed in the previous sections.

TaBLE 11. Correlation immunity of the function f(z) = Tr((z* + 2 +z +
1)2+1) for odd i.

i 112(3(4(5[6|7|8|9]10|11]12|13
Correlation immunity | 0 0 0 0 0 0 0

TaBLE 12. Correlation immunity of the function f(z) = Tr((z® +2?+xz+
1)2"+1) for any i or it can be written as f(z) = Tr((z3 + 22 + z + 1)2+1),
where ¢ is multiple of 4.

i 1121345678910 ]11{12]13
Correlation immunity 0 0 0

TaBLE 13. Correlation immunity of the function f(z) = Tr((z* +2? +z +
1)2'+1), where i is not multiple of 4 and even.

) 112(3(4/5|6|7|8[910|11]12|13
Correlation immunity 3 3 3

The correlation immunity for the constructed semi bent functions in Theorem [3.1,3.2]
found to have the low number in Tables [11] when compared to the Boolean function of
the form in the Table [13].

TABLE 14. Correlation immunity of the function f(x) = Tr((z* + x)2"'+1)
with ged(i,6) =1 over Fas.

i 11213(4/5|6|7|8[9]10]11|12|13
Correlation immunity | 0 0 0 0 0

TaBLE 15. Correlation immunity of the function f(z) = Tr((z* 4 z)¥*1)
with ged(i,6) # 1 over Fos.

i 1121345678910 |11|12]13
Correlation immunity 0150 5 015]0 )
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The correlation immunity for the constructed semi bent functions in Theorem [3.3]
found to have the low number or equal in Tables [14] when compared to the Boolean
function of the form in the Table [15].

4.4. Conclusion. Semi bent functions are constructed algebraically using the trace of cer-
tain functions with a Gold exponent. Such a constructed function exhibits cryptographic
properties nonlinearity, algebraic immunity, and zero correlation immunity. Attractive val-
ues of the functions concerning these properties may lead to use the semi bent functions
effectively in cryptosystems.
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